DMLaw Tool

Research Data Management legal aspects

Swiss Research Data Day, 22" October 2020
by Suzanna Marazza (USI) and Yves Bauer (UNINE)
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Goals of today’s workshop

= Introduction of the main notions of copyright and data protection

= Qverview of the most relevant legal questions related to data management and
archiving

= Presentation of possible solution approaches to the previously identified questions and
introduction to the DMLawTool

= Application of the learned concepts to practical cases, exercises in small groups

= Discussion



Intro - main notions of Copyright and Data protection

15 Minutes to talk about Copyright and Data protection...




Copyright
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ANY COMMERCIAL USE OR DUPLICATION OF
THIS COPYRIGHT MATERIAL WITHOUT
PRIOR LICENSING IS FORBIDDEN BY
FEDERAL LAW. VIOLATORS MAY BE
SUBJECT TO CIVIL AND/OR CRIMINAL
PENALTIES.




Copyright

There are two sides of the same coin:

* You want to use somebody’s work which is protected by copyright, how can you use it?

* You create your work, how can you let other people do what you want with it?




Copyright — What is a work protected by copyright?

1. The work must be an intellectual creation
2. The work must be expressed in one form or the other

3. The work must have an individual character (not for photographs)

Works can be:
- A work

- A derivative work
- A collection




Copyright — What is a work protected by copyright? L

PROTECTED WORKS @

NOT PROTECTED WORKS
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Copyright — Who owns the copyright in the work?

o Author
o Joint author
o Other owners of rights

» Assignment of rights by contract
» Publishing contract

» License agreement
» Assignment of copyrights under employment relationships




Copyright - Which rights in the work are protected?

*  Moral rights of the author
* Right of first publication
* Right to recognition of authorship
* Right to the integrity of the work

*  Property rights (uses of a work)
* Right of reproduction (= printing, making a copy, scanning, a screenshot, uploading, downloading, embedding,...)
* Right to distribute (= offer, sell, rent,...)



Copyright — How may other people use a work?

The rule is: ASK FOR PERMISSION AND PAY

For every rule, there is an exception:

* Private use

e Educational purpose

* Company purpose

» Restriction for scientific research (Text & data mining)
* Right of quotation



Copyright - How may other people use a work?

* Law

* Contracts

* Licenses
* e.g. Creative Commons Licenses




Data Protection
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Data Protection

In less than 10 min: main notions of Data protection

... No time to get into the details at all. Focus on one thing that can be useful for you.

e Law is about liability: When and in which circumstances are you liable according to FADP?
(FADP = Federal act on data protection)

* Ratio:
* You may be concerned by data protection (And you should)
* But you may not be interested in data protection (that’s legitimate, you have plenty of other things to
think about)



Data Protection — The functioning CCd Iglta [ awﬂﬁ‘

Main aspects to consider:

* Art 2 FADP: “This Act applies to the processing of data pertaining to natural persons and legal persons...”
* Processing

* ..of data pertaining to natural persons

* Art4al.1FADP: “Personal data may only be processed lawfully”

 Art 12 al. 1 FADP: “Anyone who processes personal data must not unlawfully breach the privacy of the
data subjects in doing so”. Al. 2: “in particular, he must not... process personal data in contravention to the

principles of art. 4,5§ 1and 7 § 1”



Data Protection — The functioning — Preliminary conclusion CCd lglta llaw m-

When you process personal data, you are in principle responsible for the lawfulness of the processing

Or in other words:

If you want to process personal data, you will have to make sure that you put in practice the principles set by
the law for the whole life cycle of the data (from its collection to its destruction)




Data Protection — Personal data? CC d Iglta | | awﬁ%

Art 3 let. A FADP: “personal data (data): all information relating to an identified or identifiable person”.

* The notion is wide:
* Not only direct reference but also indirect references.
* Technology evolves, and it is very easy to identify a person from indirect references:
e Singling out;
* Inference;
e Linkability.

* The problem with anonymization:

e Life cycle?
 What about the data previous to anonymization?

Art 3 let. E FADP: “processing: any operation with personal data, irrespective of the means applied and the
procedure, and in particular the collection, storage, use, revision, disclosure, archiving or destruction of data”



Data Protection — Lawful process? CC d I glt all W %

Lawfulness Good faith
* On the principle of the processing * Legitimate interest
* On how you process it e Loyalty

* On the extents of your processing




Data Protection — Lawful process? CCd i glt all W %

* Proportionnality
* |Isthere a mean to reach my goal with less intrusive processing?
* How can a minimize the processing and the risks?
* Is my data adequate and relevant?

* Purpose limitation

e Transparency and consent

* Accuracy

* Data security
* For the whole life cycle



Data Protection — Conclusion [:[: |aW

If you want to process personal data, you are very likely to be liable for the lawfulness of the
processing

Being fully compliant can be a hard task as it requires the data controller to take into account the
whole life cycle of the personal data within the framework of its processing activity, identify the
legal requirements and risks at stake, and then provide solutions that can be technical,
organizational or contractual.

But

Keep calm and don’t panic.
None of these goals are unreachable. Compliance is first and foremost a matter of transparence
and preparation.
Tools for example ;)
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Overview of the most relevant legal questions
related to data management and archiving




Overview of the most relevant legal questions related to data management & ot
and archiving CCdIglta”aW

General Different levels of access to data
) (what is there btw no access and Secondary Use
leferen_ce between Difference btw full open access?) (e.g publication,
quantitative and /\ teaching, ...)
qualitative data - What to | have
Open Science Open Access to consider

Mixed data formats

(&g Statisties with How can | regulate different levels

of access (nuances) / what am |

observations) Ch:?tii‘:i ;igﬂ allowed to do?
Social Media
How can | combine

different data formats & ) ) ) Long-term archivin .
what do | have to consider Use of Social Media Rights of Social Media e @ ) e Server Security

from a legal pt. of view? Liability (e.g. what do SM own when | i (systems we use today,

publish an image) might not be used in future)
Researcher / Research Platform / Archive SNF - Dat(:vz‘::hl::::?fﬁg :lzzsi;;rs?Should data beah Ekan out New dafa standards (e.g.
Team / Project (other funding entities) after a certain time? jpeg2000
(who decides? According to (how to update)
which criteria? Is time a
good criteria?
What if they do not What is worth being kept?
e.mst anymo.re / Historical Data (systems grow constantly)
dissolved / died? Consent Form
(how should it look like? What
What kind of rules, should it include? How detailed -
laws, legislations apply  What do | have to Whistaia [alicwed 6 scientific publication vs commerical
to historical data? consider if | want to do with a data set of publication)
publish historical data? historical data?

Retroactive consent
(can a consent have retroactive
effect?)




Overview of the most relevant legal questions related to data management

and archiving

Licenses

Copyright

Usage Licenses
Articles

Metadata 5
Licenses by
default
Revision of older
articles (HLS) Images
Right to disclose
(vs other copyrights)
Historical
Image Rights Imiages
Transfer of author

rights
Citation of 8
Of old images image ‘
(historical)

Usage Rights
Copyright Contracts

How to state correctly \ypo owns the
that there are different
licenses for 1 image
(e.g. metadata, text,
image)

How to deposit/archive
rights for how such contracts

long?

Ownership of research data
(who owns the data? —esearcher,
project mng, universitiy, institution,
funding agency like SNF,...?)

What kind of licenses
should | use on Social
Media
(e.g. professional
Instagramm account)

CCdigitallaw

How to choose btw
different licenses;
Which licenses is the best

for my situation? Embargo Time

Re-Use of data

Re-use of data collected
many years ago
(different legal situation,

less or oral consents)

How to correcty
ask consent?

e-use granted
to who?

(PhD, research

group, lab, ...)

Re-use for Re-use for teaching
publications purpose
Semantic data
(protected by copyright? When
yes, when no? where is the
limit?)
Copyright on DB

(on how you create it)



Overview of the most relevant legal questions related to data management

and archiving

Data Protection What type/category of data is my
research data?
(how can | understand it?)
What is What is not
allowed? allowed?
How to correctly
deal with each
data category?
Cookies
(consent)
Sensitive personal
data with in
research data
Newsletters Analytics

How good does Where and how to
encryption have to store such
be? research data?
(e.g. own servers)

Images
(recognizable
people on them)

Personal rights
protection

Can | use image with
recognizable people on it
in a publication?

CCdigitallaw

Personal data

(of authors) Of Documents

(denied access)

T

Make searchable / not Censorship
searchable

How / where to
store
(sharepoint)

When does a person
become not
recognizable?

How to deal with data that
has been anonymized in the
past? What margins do | have
now to work with this data?
Anonymization
inside recorded
interviews &
transcripts

e

Anonymization

Within
images/video
often difficult to
tell where
problems are

What to anonymize
(names, places, voice, ...)?
Is voice considered as an indicator

How to correctl
of who the person is? ¥

anonymize data?
(e.g. how much
blurring?

Who can help
anonymizing? Are
there professionals?
(e.g. if | have a lot of

What is sensible data? data to anonymize)




Overview of the most relevant legal questions related to data management & ot
and archiving CCdIglta”aW

Data Protection What type/category of data is my
research data? Personal data
(how can | understand it?) (of authors) O Documents
What is What is not (denied access)
allowed? allowed?

How to correctly
deal with each

T

How / where to

d ? store Make searchable / not Censorship
ata category . searchable
Cookies (sharepoint)
(consent)
Sensitive personal
data with in —
research data ; When does a person
Newsletters Analytics How to deal with data that become not
has been anonymized in the recognizable?
past? What margins do | have
now to work with this data?
How good does Where and how to Anonymization
encryption have to store such inside recorded
be? research data?

interviews &

(e.g. own servers) transcripts

Anonymization

Within
What to anonymize images/video
(names, places, voice, ...)? often difficult to

Is voice considered as an indicator tell where

. How to correctly Who can help
of who the person is? anonymize data? anonymizing? Are reliaiEHSia0

(e.g. how much there professionals?
blurring? (e.g. if | have a lot of

What is sensible data? data to anonymize)

Images
(recognizable
people on them)

Personal rights

Can | use image with protection

recognizable people on it
in a publication?



Overview of the most relevant legal questions related to data management & ot
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General Different levels of access to data
) (what is there btw no access and Secondary Use
leferen_ce between Difference btw full open access?) (e.g publication,
quantitative and /\ teaching, ...)
qualitative data - What to | have
Open Science Open Access to consider

Mixed data formats

(&g Statisties with How can | regulate different levels

of access (nuances) / what am |

i Changed Legal
observations) Siti ationg sllowad to:do?
Social Media
How can | combine
different data formats & L t hivi
what do | have to consider Use of Social Media Rights of Social Media i i e Server Security
from a legal pt. of view? iai (e.g. what do SM own when | (4 years) (systems we use today,
Liability publish an image) might not be used in future)
Data not used for 10 years?
Researcher / Research Platform / Archive SNF - (worthless? Uselesys?) Shotild data been taken out New da?a standards (e.g.
Team / Project (other funding entities) after a certain time? jpeg2000
(who decides? According to (how to update)
which criteria? Is time a
good criteria?
What if they do not What is worth being kept?

exist anymore /
dissolved / died?

(systems grow constantly)

Historical Data

Consent Form
(how should it look like? What

should it include? How detailed —

scientific publication vs commerical

laws, legislations apply  what do | have to What am | allowed to -
to historical data? consider if | want to do with a data set of publication)
publish historical data? historical data?

Retroactive consent
(can a consent have retroactive
effect?)
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Presentation of possible solution
approaches to the previously
identified questions

anc
introduction to the DMLawTool




Possible solution approaches to some of the questions CCd Iglta I aW%

Copyright

Somebody else’s works

l Data Proctection

Copyright for users Personal vs Sensitive

How to correctly ask for consent
Anonymization

How to store personal data
My own works

'

Copyright for authors




Possible solution approaches to some of the questions CCd Iglta I aW%

Copyright

Somebody else’s works

l Data Proctection

Copyright for users Personal vs Sensitive

How to correctly ask for consent
Anonymization

How to store personal data
My own works

'

Copyright for authors
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Introduction to the DMLaw Tool

https://dmlawtool.web.app
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Application of the learned concepts

Exercises in 8 small groups

You will be assigned to a breakout room

=3 Please discuss within your group and enjoy ©
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Application of the learned concepts

Group 1, 2, 3 and 4 : exercise 1

D Group 5, 6, 7 and 8: exercise 2
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Contact

Thank you very much for your attention

suzanna.marazza@usi.ch
yves.bauer@unine.ch

www.ccdigitallaw.ch
https://dmlawtool.web.app
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